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Abstract-The pub6sh/subscrihe(puh/sub) is an asynchronous 

messaging service or content distribution framework. For 

the ldempotency it provides, pub/sub dlsgram is an efficient 

solution for large-scale content distributing systems, thus it 

is widely used in stock escbange systems or e-Heslth content 

sharing systems. Some wide-area applications require cross
domain pub/sub service, making it a natoral choice to deploy 

on the public cloud. However, it would bring about security 

and privacy issues. Recent research proposes seeurity enhance

ments to prevent then., such as searchable data encryption and 

attrihote-based encryption, which allow the matehing process 

to perform encrypted matching without learning the content 

of the publications and subscriptions. Besides the considerable 

performance loss, they could not resist the collusion attacks. 

If the malicious brokers coUude with a malicious poblisher or 

subscriber in a cross-domain environment, they can still infer 

the subscriptions of benign subscribers. 

We propose the Magik:Cube framework that provides 

confidentiality and integrity of the contents and also protects 

the privacy of the pubUshers and snbscrihers in cross-domain 

scenarios. Moreover, Magik.Cube can also resist the collusion 

attacks from malicious brokers in a cross-domain environment 

It achieves these security goals by dynamically selecting and 

placing the sensitive data and some necessary components in 

enclaves protected by trusted hardware such as Intel SGX. 

Our experiment result shows that, compared with the buscUne 

model, MagikCuhe does not introduce much overhead loss 

when providing better seeurity for all the participants in the 

pub/sub system. 

Index Th1711S-Puh/Sub, CoUusion Attack, Intel SGX 

1. Introduction 

The publish/subscribe (pub/sub) paradigm is attrac
tive for scalable asynchronous communication among large 
groups of participants [1]. Compared to traditional point-to
point communications, the pub/sub paradigm enables dis
seminating data from publishers to interested subscribers 
without establishing direct contacts between publishers and 
subscribers. In a typical content-based pub/sub domain, 
the publishers produce data to various topics in the form 

* is corresponding author. 

of publications, and the subscribers register their interest
ing topics to the broker that performs the matching and 
routing procedures. The broker maintains the subscriptions 
registered by subscribers and forward incoming matching 
publications to interested subscribers. Once the publication 
matches the subscription, it will be forwarded to the corre
sponding subscribers. 

Some small-scaled facilities implement the single do
main pub/sub system, such as a stock exchange or an e
Health system [2]. For example, in the e-Health system, 
the medical entities (hospitals, clinics, physicians, and phar
macists) would subscribe to the patients' records by their 
interesting topics. Worth mentioning, those records contain 
credential information such as patient's name, age, home 
address, and some others, which are not allowed to leak 
to unauthorized entities. Meanwhile, some complex appli
cations require a wide-area subscription service so that the 
publications flow between and through various domains of 
administrative control [3]. The brokers work under differ
ent administrations to cooperate in providing inter-domain 
communications. 

Deployment on the public cloud brings security and pri
vacy challenges to many systems. All the pivot of a pub/sub 
system, the broker is channeling all the publishers and 
subscribers. No one can afford a comprontised or malicious 
broker in a critical system. An ideal broker would guarantee 
the security of the content and the privacy of any participants 
in its system. Meanwhile, it bas to be tamper-resistant to 
any external attacker by exploiting any software or system 
vulnerabilities. There have been several prior works to pro
vide information with confidence, consisting of mainly two 
types of approaches, 1) cryptographic approaches and 2) 
hardware-based solutions [4]. 

Cryptography approaches allow brokers to match en
crypted subscriptions against encrypted publications without 
learning their contents [5]. Although these methods can 
provide confidentiality guarantees for data, they introduce 
additional overhead in performance or operations. Moreover, 
these methods cannot resist colluding attack. 

In this paper, we present MagikCube, a novel pub/sub 
framework that protects the privacy of publishers and sub
scribers in cross-domain environments. Magik:Cube guar
antees the confidentiality and integrity of poblications and 
subscriptions in the untrusted cloud environment with the 
help of Intel SGX. It protects sensitive messages from the 
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cloud by executing sensitive processes such as the matching 
process within Intel SGX enclaves. Furthermore, even if the 
broker colludes with publishers or subscribers, they cannot 
learn about innocent subscriber's subscriptions. 

Our contributions are summarized as follows: 

• We propose MagikCube, a secure pub/sub :frame. 
work that leverages Intel SGX to secure transmission 
and processing of publications and subscriptions on 
untrusted brokers. The 'broker cannot learn about 
sensitive publications and subscriptions. 

• On one hand. MagikCube prevents the untrusted bro
ker &om stealing and leaking sensitive publications 
and subscriptions. On the other hand, it prevents 
collusion attacks from malicious brobrs and pub
lishers/subscribers in a cross-domain enviroDJDeDt. 

• MagikCube follows the loosely-coupled property of 
the pub/sub model. Publishers and subscribers do not 
communicate directly. 

The organization of this article is as follows. We give a 
brief technical background in Section 2. Next, we present 
the threat model and design considerations of secure pub/sub 
systems in Section 3. In Section 4, we present the design 
of the MagikCube in detail. In Section 5, we provide a 
security analysis of MagikCube. In Section 6, we report 
the performance analysis of the prototype of MagikCube. 
Finally, we conclude in Section 7. 

2. Background 

2.1. Cross-clomain PubJSub Architecture 

We use the term domain to describe an independent 
unit where a domain manager bas responsibility for policy 
specification [6]. A domain, such as a hospital, naturally 
maps to an independently administered organization that 
manages its infrastructure and fonnulating its policies. In a 
typical pub/sub system, a domain is composed of a broker 
infrastructure that provides routing service and two sets of 
clients, one of which called publishers submit publicati.ons 
to the system and the other of which called subscribers 
receive the publications that match their interest. 

We also employ the term cross-domain to describe the 
pub/sub systems in which the publications traverse mnltiple 
domains with different trust assumptions [4]. Each domain 
that is responsible for the information it handles should share 
information with other domains appropriately. The access 
policy related to the specific publications is formulated by 
the owner of the publications. and then the pivot of the 
domain stores and �tes the access policy related to the 
publications. 

2.2. CoDusion Auacks 

The concept of collusion attacks in pub/sub system was 
first introduced in [7]. In a collusion attack, compromised 
subscribers collude together with untrusted brokers against 

honest subscribers to learn their interests. For instance, a 
group of users subscribes to e-health information containing 
encrypted medical records. Suppose that one of these users 
is compromised and colludes with an untrusted broker. 
Due to the one-to-many uature of the pub/sub paradigm, 
the broker coaelates publications with a set of matched 
subscriptions. Among the matched subscriptions, some are 
defined by compromised subscribers and some by honest 
subscribers. Since the untrusted broker learns the match re
sult when the compromised subscn'bers receive and decrypt 
matched encrypted publications, attackers can infer honest 
subscriptions which are matched with the same publications, 
and therefore the honest subscribers' interest is exposed to 
the attackers. As a result, traditional encryption techniques 
cannot defend against the collusion attack launchOO by 
untrusted brokers and compromised subscribers. 

However, in the real world, Intcmet-scale pub/sub sys
tems are likely to span multiple administtative domain [8] 
and collusion attacks may be launched by two parties of dif
ferent domains. Considering the actual situation, we extend 
the collusion attack scenario into single-domain scenarios 
and cross-domain scenarios in this paper. 

In a single-domain scenario, publications are shared in 
an independent administrative unit. For example, a hospital 
can be regarded as a domain, and medical records are shared 
among entities of the hospital, such as doctors, nunes, and 
accountants. If one publisher or one subscriber is compro
mised by an adversary, he can collude with the untrusted 
brom to infer the honest subscriber's interest More specif
ically, as shown in Figure 1, the compromised publishers 
keep publishing different publications to the brom. 'I'hcn 
the broker ma!ches the incoming specific publications with a 
stored subscription. Although the publications and subscrip
tions are encrypted, the untrusted broker knows the match 
result, that is, knows whether the specific publications meet 
the constraints of the subscription. In this way, the adver
sary can infer the subscription of the innocent subscriber 
acoordmg to the specific publications and the match result. 
Similarly, when a compromised subscn"ber colludes with the 
untrusted 'broker, he can inject fake subscriptions and infer 
the encrypted interests of innocent subscribers by observing 
whether they match the same publications as the injected 
ones. Thus. the subscription privacy of the honest subscriber 
is leab:d to the adversary even if the encryption technique 
is used in the pub/sub system in a �domain sceDario. 

Malicious t-.fi collusion r-A Malicious 
Publisher � - - - - ·- ·-� Broker 

Publish : Read : 

Broker 

, .......... 1·········-·············· ···········, 

� F ake publications :========::: f--M atch 
! I Subscri p tion I D Plaintext �L_ .... _ ..... _ .... _ .... _ .... _ ..... _ .... _ .... _ ..... _ .... _ .. ; ____ __, D Ophertext 
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In a cross-<iomain scenario, publications are shared over 
several independent administrative units, and trust assump
tions over each domain are different. The publisher often 
publishes access control policies with the publications to 
restrict access to the publicati.ons by entities in other do
mains. For example, the name information in the medical 
records published by the hospital should not be disclosed 
to the research institute in a cross-domain pub/sub system. 
Thus, the publisher formulates an access control policy for 
medical records to restrict specific entities' access to the 
name attribute, and the policy is executed by the broker. 
For the convenience of description, we use domain A and 
domain B to represent two different domains, respectively. If 
one publisher in domain A is compromised by an adversary, 
be can collude with the untrusted broker in domain B to infer 
the honest subscriber's interest. More specifically, As shown 
in Figure 2, the compromised publisher first publishes fake 
encrypted publications and encrypted access policies to the 
local broker. Then the local broker transmits the publications 
and policies to domain B. Next. the broker in domain 
B matches incoming publi.calioos/policies with stored sub
scripti.onsftdentity at1ributes of an innocent subscriber. Even 
though all the sensitive information (i.e., subscriptions and 
identity attributes) of subscribers stored on the broker is 
encrypted, the adversary can learn the matching result from 
the untrusted broker. Since the adversary knows the plaintext 
of the fake publications/policies and the match result, he 
can infer the sensitive subscription/identity attributes of the 
innocent subscriber. Thus, the innocent subscriber's privacy 
can be leaked to the adversary. 

AB described above, the traditional encryption technique 
cannot defend against collusion attacks both in single
domain scenarios and cross-domain scenarios. 

Figure 2. A collulion attack example 1IBlng eaayption matcbiDg protection 
mdbods in a crosMiomain ICalalio. 

2.3. Intel Software Guard Extensions (SGX) 

Intel sox aims to provide confidentiality and integrity 
guarantees for applications running on a potentially ma
licious host [9]. Specifically, SGX provides applications 
with a trusted execution mechanism in the form of secure 
enclaves. Enclave code and data are stored in a data structure 
called the Enclave Page Cache (EPC), which resides in a 
special memory region called the Processor Reserved Mem
ory (PRM). The CPU protects the PRM from all non-encJave 

memory accesses, including privileged software such as 
the kernel, hypervisor accesses, and even DMA accesses 
from peripherals. Only application code executing inside an 
enclave is permitted to access the PRM memory that belongs 
to the enclave. Moreover, the enclave code can also access 
non-PRM memory. 

In addition to isolation, another important feature of 
hardware enclaves is remote attestation. Remote attestation 
proves to a remote client that she is communicating with 
specific software loaded into a secure enclave hosted by 
the trusted hardware. When the client requests remote attes
tation, the enclave code generates a quote signed by the 
processor, which contains enclave attributes, including a 
measurement of the enclave's initial state, and then sends 
the quote to the challenger. The client can then verify the 
quote's authenticity and integrity using Intel's attestation 
verification service. Once the trust is settled, both the client 
and the enclave derive the session keys that would be used to 
transmit future messages between the client and the enclave 
during the session. 

3. Design Considerations 

In this section, we first describe the threat model in our 
design. Then, we illustrate the security objectives in our 
model. Finally, we present the related work: showing that no 
existing solution fulfills these objectives. 

3.1. Threat Model 

Unlike the passive attack threat model in most pub/sub 
studies [4], we present an active attack threat model in 
this paper. In a passive attack model, the entities, includ
ing the brokers, are considered honest-but-curious. How
ever, in some practical scenarios, malicious entities might 
actively attack the pub/sub system. In our threat model, 
we assume that an adversary may control several entities 
to launch collusion attacks. We assume that an adversary 
controlling brokers deployed on the cloud tries to gain as 
much sensitive information as possible. The adversary can 
control the broker's entire software stack, which includes 
privileged software such as kernel and hypervisor. A3 a 
result, the adversary can monitor and tamper with data in 
memory or on disk; observe all network communi.cati.ons, 
and monitor communication between untrusted and trusted 
software parts. 

We made a conservative assumption about the enclave 
that the attacker cannot observe any information about the 
protected code and data in the enclave. We assume that the 
remote attestation procedure establishes a secure channel 
between the correct parties. We also assume that the code 
placed inside the enclave is correct and does not leak secrets 
intentionally. We assume that the Intel processor is trusted. 
All attacks that violate the enclave assumption above are out 
of scope for Magik.Cube. For example, research has shown 
that the Intel SGX's implementation suffers from various 
side-channel attacks such as cache-based attacks [10] or 
page fault side channel [11]. Although these are important 
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issues with SOX, MagikCube treats these attacks as out 
of scope since solutions have been proposed for ntitigating 
the attacks [12]. And these solutions can be regarded as a 
complement to our contributions in this paper. 

Besides, we assume that each broker has a processor 
with Intel SOX allowing running a lEE enclave. 

3.2. Security Objectives 

In the real world, publications and subscriptions may 
reveal sensitive information about relevant subjects. For 
example, in an e-bealth system, the publications can be 
medical records. The medical record is privacy-sensitive 
since it contains personal information about the patient sucb 
as his name, address, age as well as type of injury [13]. 
Besides, the subscription is also privacy-sensitive since it 
can reveal which patient is treated for which type of disease. 
Thus, a privacy-preserving pub/sub system should protect 
the confidentiality of both the publications and subscrip
tions. 

Based on the previous survey [4], we define the fol
lowing security objectives for a privacy-preserving pub/sub 
system under the considerations of our attack model: 

I) When perfornting matching operations on publi
cations and subscriptions, the broker should not 
know the specific content of the publications and 
subscriptions since the content can reveal sensitive 
information. 

2) The pub/sub system can resist the collusion attacks 
in both single-dontain scenarios and cross-dontain 
scenarios. More specifically, if an adversary con
trols a publisher/subscriber and a broker, he cannot 
infer the subscriptions of an innocent subscriber. 

3) The pub/sub system could force access control 
mechanisms over publications even if the broker 
was controlled by an attacker. Furthermore, even 
if the adversary controls the broker and the sub
scribers, he cannot break through the restrictions 
of access control over publications that are not 
authorized to bim. 

4) The pub/sub system should ensure loosely-coupled 
property, and the communication between publish
ers and subscribers should be decoupled in time 
and space. More specifically, the subscribers should 
not communicate with the publishers directly. The 
publishers do not need to know the location or 
identity of the interested subscribers, nor do they 
need to synchronize with subscribers. Sintilarly, the 
subscribers do not need to know the location or 
identity of the publishers. 

3.3. Related Work 

To effectively protect the privacy of subscribers, a 
pub/sub system should satisfy the security requirements 
mentioned above. A secure pub/sub system should resist 
collusion attacks in both single-domain and cross-dontain 

scenarios. Unfortunately, there are few studies on the de
fense or ntitigation methods against collusion attacks in 
the pub/sub system [ 4]. Besides, some of these approaches 
destroy the loosely-coupled property of the pub/sub model 
while others cannot resist collusion attacks in cross-domain 
scenarios. In the following, we describe those mechanisms 
and point out their drawbacks. 

Rao et al. addressed the collusion attack issue in [7] 
and [14]. To protect the privacy of honest subscribers, they 
introduce a trusted third-party engine to cloak subscriptions 
before sending them to the broker. As a result, the sub
scribers will receive more publications than needed. Thus, 
the attacker cannot precisely identify the real interests of 
honest subscribers in a collusion attack scenario. Moreover, 
to prevent the untrusted broker from learning sensitive pub
lications and subscriptions, they follow the idea of [15] to 
employ the encrypted filtering method. 

However, the encrypted filtering method needs secret 
sharing aroong publishers and subscribers reducing the 
loosely-coupled property of the traditional pub/sub scheme. 
Besides, their solution does not provide access control mech
anisms to restrict access to sensitive publications. 

Cui et al. [16] present a privacy-preserving pub/sub 
system that resists collusion attacks using multiple types 
of brokers to match and route publications to the intended 
subscribers. They divide the match operations into different 
phases, and each phase is executed by a different type of 
broker. H a compromised subscriber colludes with one un
trusted broker, they cannot infer the contents of subscriptions 
since each type of broker ouly processes partial information. 
However, although their scheme can resist collusion attacks 
in single-domain scenarios, it cannot resist collusion attacks 
in cross-dontain scenarios. Specifically, if three types of 
brokers managed by three different domains collude with 
a malicious publisher or subscriber, they could learo the 
subscriptions of innocent subscribers. 

Pires et al. [17] present a secure pub/sub routing engine 
that exploits the SOX technology to execute a routing engine 
in a secure enclave. In their scheme, the matching process 
between publications and subscriptions is performed in the 
SOX enclave. Thus, the untrusted broker cannot access 
the publications and subscriptions due to the protection 
of the enclave. Tbis scheme can also resist single-domain 
collusion attacks since the attacker cannot access the re
sults of the match operations perfornting in the enclave. 
However, their scheme requires the subscribers to first send 
the subscriptions to the publishers during the subscription 
process, violating the loosely-eoupled property of pub/sub 
systems. PubSub-SOX [18] also leverages the feature of 
SOX enclave to guarantee confidentiality and privacy of 
publishers and subscribers. However, it does not consider 
cross-domain scenarios. 

4. MagikCube Design 

In this section, we introduce the overall architecture of 
MagikCube. MagikCube fulfills all the security objectives 
described in section 3.2. We start by presenting the leading 
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roles in the Magi.k:Cube framework, and then we describe 
in detail the design of the MagikCube. 

4.1. Main Roles 

MagikCube consists of four main roles: the publishers, 
the subscribers, the brokers, and the certification service. 
The publishers and subscribers are clients and the brokers 
are the server in pub/sub systems. Moreover, we introduce a 
trusted third party called the Certification Service to verify 
the identities of these entities. 

Trusted Third 
Party 

Certification Service 

Public Cloud 
\ 
\ 

Secure connection 
Authentication 

Figure 3. MagikCube main roles interaction 

Publishers produce data in the form of publications 
which consists of payload and attributes. Subscribers ex
press their interests by defining subscriptions composed of 
constraints to receive a subset of publications. 

Broker is responsible for filtering and forwarding publi
cations to interested subscribers. We deploy the Magi.k:Cube 
server components on the broker. More specifically, the 
Magi.k:Cube server components store subscriptions in an 
enclave, routing publications based on the constraints of sub
scriptions in an enclave. Moreover, the Magi.k:Cube server 
components achieve fine-grained control of publication's 
attributes by transforming publication based on the related 
access policies before forwarding the publication to the 
destination. 

Certificate Service is a trusted third party, and there is 
only one Certificate Service in the MagikCube framework. 
Certificate Service validates clients' identities and attests 
Magi.k:Cube trusted server components periodically to pro
vide clients with a guarantee that the MagikCube server 
components are indeed running on a valid SGX platform. 

4.2. Magik.Cube Framework 

MagikCube utilizes the isolation feature of the SGX en
clave to ensure that important security-sensitive operations 
are performed in a secure region where the adversary cannot 
learn information. Furthermore, to provide clients with a 
guarantee that the MagikCube server components are indeed 
running on a valid SGX platform, the certification service to 
attest the server components periodically. More specifically, 
Magi.k:Cube leverages the SGX enclave to perform matching 
operations as well as store sensitive subscriptions. Thus, the 

untrusted broker cannot learn sensitive information about the 
publications and subscriptions. Besides, enforcement of the 
access control policy is also executed in the enclave. Thus, 
MagikCube can restrict access to sensitive publications. 
Moreover, the match results are produced in the enclave, 
and therefore the attacker cannot infer the subscriptions 
of innocent subscribers in both single-domain and cross
domain scenarios. Last but not least, Magi.k:Cube does not 
require the subscribers to communicate with publishers di
rectly and therefore ensures the loosely-coupling property 
of the pub/sub paradigm. 

Figure 4. MagikCube architecture 

Certification Service (CA). The CA is responsible for 
issuing a certificate for clients and brokers. For each client, 
the CA validates the client's identity and provides a client 
certificate to him. For each broker, the CA performs remote 
attestation of the enclave on the broker periodically. The 
period can be configured by the CA's administrator. If the 
broker passes the attestation, the CA issues a certificate with 
an expiration date to the enclave. The expiration date is 
lower than the attestation period. Before the two entities 
establish a secure communication channel, they will verify 
each other's certificates first. 

The Broker's Trusted Component. The other trusted 
components within the enclave are the request handler com
ponent, the filter component, the table manager, and the 
transforming component. The request handler component 
parses each incoming request and sends it to the corre
sponding components. More specifically, if the request is 
a subscription request, the handler forwards it to the table 
manager. The table manager maintains a subscription table 
and adds, deletes, or modifies the item of the table according 
to the request. If the request is from a broker, the request 
is also forwarded to the table manager. The table manager 
maintains another broker list that contains the identity and 
the address of the connected broker. If the request is a 
publication request, the handler forwards it to both the 
filter component and the transforming component. The filter 
component matches each item of the subscription table 
against the incoming publication. On success, it transfers 
the publication to the transforming component. The trans
forming component transforms the incoming publication 
according to the corresponding access policy as well as the 
identity attributes of the subscriber. Then it encapsulates the 
transformed publication and the subscriber's address into a 
data packet. Next, it sends the packets to the request handler, 
and the request handler sends packets through the secure 
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TLS connection to the destination. 

4.3. Setup Phase 

The setop phase of MagikCube establishes mutoal trust 
between the two related entities. This procedure is per
formed only once, and the trust established is the foundation 
for the end-1<>-end security of sensitive events. 

Software that uses enclave needs to provide the fol
lowing assurances to connected entities: 1) this software is 
indeed running inside a genuine SGX hardware rather than 
SGX simnlator, which may be controlled by an adversary, 
and 2) the connection between them is secure. 

The attestation procedure can achieve these goals. In 
MagikCube, the CA performs remote attestation of the en
clave periodically, and the whole period can be configured. If 
the enclave passes the attestation, it will receive a certificate 
that contains an expiration date lower than the period. The 
certificate contains the enclave's public key, which is sent 
from the enclave to the CA during the attestation procedure 
and the enclave's identity. Once the enclave receives the 
certificate, it checks the certificate's validity using the CNs 
public key. On success, it persists the certificate in untrusted 
memory. Every time an entity connects to the enclave, it will 
request the enclave to send the certificate. Since the CA is 
trusted and it has performed remote attestation to check the 
validity of the enclave, the entity only needs to use the CNs 
public key to verify the certificate to ensure that it is indeed 
communicating with a trusted entity. 

In MagikCube, only authenticated publishers and sub
scribers can publish events and subscribe to messages. To 
establish broker's and proxy's trust in clients, each client 
should provide its identity to the CA for validation. Then 
the client will receive a certificate issued by the CA. The 
certificate contains the client's identity information, such as 
the user ID, the name, and the mail address. The client can 
use the CNs public key to verify the certificate's validity. 
During the handshake, the client sends his client certificate 
to the enclave, and then the enclave verifies the certificate us
ing the CNs public key. Once the verification is successful, 
the enclave knows that it is communicating with a legitimate 
client. 

After entities' identities are verified, secure channels are 
established between two nodes to protect the confidentiality 
and integrity of the events. As a result, events are sent from 
authenticated nodes, and the receiving nodes never learn the 
content of the encrypted data. 

Furthermore, brokers located in different domains need 
to establish a secure counection. If both brokers are un
trusted, the secure channel will be established between 
enclaves on the two different brokers. As we mentioned 
above, trusted brokers are considered not to leak sensitive 
information. Therefore, trusted brokers do not need the 
assistance of SGX, and the normal SSL connection can be 
established between the two trusted brokers. The connection 
between a trusted broker and an untrusted broker is set 
up between normal software on the trusted broker and the 
enclave on the untrusted broker. As a result, when events are 

transmitted across different domains, an adversary cannot 
infer sensitive information about the events. 

4.4. Subscription and Publication Process 

The confidentiality and integrity of publications and sub
scriptions should be protected in the publication process and 
subscription process. In this section, we focus on describing 
the publication and subscription process in an untrusted 
environment. We describe the publication and subscription 
process in both single-domain and cross-domain scenarios 
in detail. 

4A.l. single-domain. Only authorized subscribers and pub
lishers can publish or receive sensitive publications. Besides, 
the subscriptions and publications should be protected with 
confidentiality and integrity during the subscription and 
publication process. 

Since a secure connection has been established between 
the entities during the setop phase, the subscriber can 
also send subscriptions to the enclave on the local broker 
safely. The untrusted broker receives encrypted subscriptions 
through the secure channel and performs decryption oper
ations in the enclave. The enclave stores subscriptions in 
plaintext. Furthermore, one authorized subscriber is allowed 
to have multiple subscriptions, and he can request the ded
icated broker to add, delete or modify his subscriptions. 

Ukewise, the publisher can directly send the encrypted 
publications to the enclave on the local broker through the 
secure communication channel. As some properties of the 
publications are inaccessible to entities outside the domain, 
the publisher will also attach an access policy to the spe
cific sensitive publications. As the connection is secure, the 
adversary cannot eavesdrop or modify sensitive information 
on the communication channel. When receiving encrypted 
publications, the enclave first decrypts the ciphertext and 
then matches subscriptions against publications in plaintext. 
Then the enclave re-encrypts the matching events and sends 
them to the corresponding subscribers through the secure 
channel. Thus, the subscriber can receive publications of 
interest without disclosing the subscriptions to untrusted 
entities. 

4.4.2. cross·domain. Subscribers in one domain can also 
subscribe to events of other domains, but their access needs 
to be restricted. The secure channel between two brokers 
located in different domains has been established in the 
setop phase. Then the broker maintains a list of connected 
broker's addresses and identities extracted from the certifi
cate. After the enclave receives the publication and related 
access policies, it transfers them to the enclave of the 
connected broker. The connected enclave decrypts them and 
matches the publications with the list of the subscriptions 
in plaintext. On success, the enclave matches the policies 
with the identity attributes of the subscriber and transforms 
the publication according to policies. For instance, if the 
access policy is (idl, {nurse}, {name, injory}), the enclave 
will extract the name and injury attributes as well as the 
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corresponding value of the publication whose id is idl. 
Then the enclave will send the transformed publication to 
the subscriber if his identity attributes contain nurse. If the 
publisher uploads his publications without access policy, the 
enclave on the local broker won't send the publication to 
another domain. In this way, it can control other domains' 
access to the publications of the local domain. 

5. Security Guarantees 

In this section, we describe the security guarantees of 
MagikCube under the aforementioned threat model. We first 
discuss the confidentiality of publications and subscriptions 
under the Magik.Cube framework. Second, we analyze the 
effectiveness of MagikCube against collusion attacks. Then, 
we discuss MagikCube's TCB size. Finally, we analyze the 
effectiveness of MagikCube against attacks over a network 
channel. 

PubUcatlons and subscriptions coDfidentlaUty. 
MagikCube prototype protects the confidentiality of the 
publications and subscriptions with the help of TEE. 
TEE is attested with the help of the hardware attestation 
method provided by TEE hardware vendors, which is the 
Intel Attestation Server in our model. In addition to TEE, 
MagikCube provides confidentiality and integrity guarantees 
applying various security primitives such as TLS to protect 
network connection. Furthermore, MagikCube provides 
fine-grained access control for sensitive publications. More 
specifically, MagikCube employs the CA to authorize 
subscribers' identities and use transformation technology 
to process publications before forwarding them to other 
authorized brokers. Then subscribers would only receive 
and read specific parts of publicatioDB that they are 
permitted to access. 

Against collusion attacks. MagikCube can resist not 
only collusion attacks between malicious brokers and pub
lishers/subscribers in a single domain environment but also 
collusion attacks between malicious publishers and cross
domain malicious brokers. More specifically, subscriptions 
are stored in the trusted SGX enclave, and the matching op
eration between publications and subscriptions is performed 
within the SGX enclave, as shown in Fig.5. In this case, if 
the brokers collude with malicious publishers or subscribers 
in the same domain, they cannot observe whether subscrip
tioDB of innocent subscribers match the injected publications 
or the same publications as the injected subscriptions since 
the malicious attackers cannot access the results of the match 
operations within the enclave. 

Similarly, if malicious publishers collude with the bro
kers of a different domain, they cannot observe whether 
innocent subscribers meet the access policy and whether 
innocent subscriptions match the publications since access 
check and match operations are performed by the enclave, 
as shown in Fig.6. In this way, the colluding entities cannot 
infer seru�itive information of innocent subscribers in a cross
domain environment 

TCB size. The Magik.Cube prototype provides the small
est software and hardware TCB for deploying a pub/sub 
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Figure S. A collusion attack example using SGX protection methods in a 
� sc::eoario. 

• ....... -·· -------- ·-----� 
D Un t r u.sted 
D Trusted 

Figure 6. A collusion attack example using SGX protection methods in a 
crou.dmnain scenario. 

architecture in the cloud. As for a broker node using SGX 
in the public cloud, the software components of TCB are 
necessary. The hardware of TCB is the CPU package of 
SGX nodes. The Magik.Cube framework excludes all high
privileged cloud system software such as hypervisor from 
the TCB. 

Against attacks over a Detwork channel. We con
sider that an adversary eavesdrops on the communication 
among different nodes. The adversary can learn insensi
tive information such as the source and the destination of 
the packets. However, the adversary cannot learn anything 
about the messages in the payload of the packet because of 
our network protection mechanisms. The ssuns protects 
communication. 

6. Performance Evaluation 

We have implemented a prototype of our system in 
CJC++ and tested its performance. We are mainly interested 
in the delay at the broker level introduced by SGX. Since 
the communication between publishers and subscribers is 
asynchronous, the time it takes to encrypt and decrypt 
publications or subscriptions at their side is not critical. We 
consider the latency introduced at the broker side to be the 
most important measure for the performance of our scheme. 

In our experiments, a broker node is a desktop machine 
with a 3.00GHz Intel i7-9700 CPU which has 16GB RAM 
and supports SOX. The OS of the broker node is Ubuntu 
18.04.3 TI.S 64bit with Linux kernel 4.15.0. We run Intel 
SGX SDK Unux 2.9 Release. All the results presented in 
the following section are averaged over 1000 runs. 
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As experiments in other pub/sub systems [14] [16], we 
consider the number of attributes in the publications and 
subscriptions varies from 1 to 20, which is due to practical 
considerations derived from an industry-standard benchmark 
Wied for measuring the performance of pub/sub system [5]. 
We compare the times needed for matching publications 
against subscriptions when the number of attributes varies 
from 1 to 20. Jn addition, we also focus on the infiuence 
of workloads and compare our solution with the original 
plaintext solution. 

We conduct experiments to compare the performance 
loss between MagikCube and baseline model from four 
aspects, 1) time comparison when the number of auributes 
varies, 2) the mean latency of subscriptions update, 3) 
the mean latency of match operation. and 4) mean la
tency of subscriptions store operation. As depicted in Fig
ure 7, MagikCube, like most enclave-based security solu
tions, causes some performance loss and latency to base
line pub/sub while it's introducing security features into 
the pub/sub paradigm. However, compared with the latest 
research solutions [16], the MagikCube solution is more 
efficient. 

(a) The time comp.a!riSOn between Magti<Cube and 
baselm� &a:!ncmo fOf perfo1m1ng match o�atton 
wh� ti'U! number of amibutM vanes. 

" 

(c) Me-an taumcy of match oper01uon wtlen the 
nu mber of stored su�npttOOS vanes. 

7. Conclusion 
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(d} Mean la1ency of subswpuon5 stOfe oper�tton 
when the number of sub�wpuons to be stored vanes 

Although existing solutions enable encrypted matching 
to provide confidentiality in pub/sub system, they cannot 
protect the privacy of innocent subscribers if malicious pub
lishers (or subscribers) collude with untrusted brokers. To 
address this issue, we propose a solution called MagikCube 
that uses SGX to perform matching operations in a secure 
enclave where attackers cannot learn the matching result and 
thus they are unable to infer the sensitive data of innocent 
subscribers. MagikCube can resist collusion attacks in both 
single-domain and cross-domain scenarios. 
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