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Figure 1 (Color online) Schematic illustration of security threats in 6G distributed network architecture.
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Figure 2 (Color online) Resilience framework conception in 6G core networks.
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Figure 3 (Color online) Resilience reference architecture for 6G core networks.
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o LADAIEES (security data collector, SDC): J&—Fli = F o #r TR, H T IEE N 25 & Fh 2
ARG L, AIRMNZCIRE . MR HE. KRGS

o ARG (security analysis engine, SAE): T%Ll&ii%%%q&é%%%q%%ﬂﬁéﬁ&, R o W ik
AR DAVEA RO 5 X 2 22 RS B A 35

o K5I HT51 % (intent-based analysis engine, IBAE): iR H F 75 K BCY AT EIRES, 2 7K
e AR S B T, Kb s I L 2 TR

o FIMEAEHIES (resilience controller, RC): AR¥EH F %275 K, SEHEIASHi#. Bah Hiritf . &
KEAT ZREME . PSRN, SRGHES R B,

o ZYFEE (security orchestrator, SO): F THRAEM] ETSI NFV 284y, 7157 VNF )4 i 1
HRANGES 2 PR B, B ) 2R AR 5%, ST — > I 2% 4.

o VNF Tl (VNF supermarket, VNFS): f 57 & A [F] READL I 25 DI RE & 2. VNF @12 — 4
TR 25 8], ARARTRF G 25T ST LUK B 2% B 77 R AT B HL T, VNF 88 T AN [ o 2% 75 5K
FIELTH 2 25 AHI VNF ARSI

o M HTTIEE (heterogeneous analysis engine, HAE): #4434 51 #4153 5% [ Fh DhREAS[A] ) 7S
B0 A 2 LA S ) BE REAT 20 M, U T SRR BE AT S de KA AT 4R &

o fEALVPAL A% (trust assessor, TA): JEFEXT W TCIAT IR FIE AT BEEAT VAL, QLI B SRS VRAL,
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Table 1 Capability mapping table of cyber resilience enablers in the reference architecture.

Resilience enabler Capabilities Objectives
MP DR PU FI PIO PFT RRR SASE

SDC N - - - - _ _

SAE N - N, - J _ _ _

IBAE - N N, - - - _ J

RC - J - - - J - -

S0 - v - N N - J -

VNFS — _ _ J 7 J B B

HAE N - - - - J _ _

TA N - - - N, - _ _

FRS TP MRS RE AR . 223y IR R QRD 3. RIS E R 3 B R SRR T & 3h3E
PEAR AR W TC AT 4 P s 3 AT B E AT PRAG

PIVEMI 2K ThRE = JE TP A A 2 9K 3N, #8E m BE RiE H T g2 1 58 AL R 2% I 5%, 0 DR DR 2%
TER A Z ARG P IRFFFESIZAT. 6G M D)Re E il /A sUER T e . B RN 5K ThRE . B
BR 5B H I RERIRER S, SEIL T 2 A — R BRI B, XSS RE I Ry 6G Hnlk
55 HT AR B SR K 2245, His e AR P ZER L Z 2R, B 3 Mg Ead 17—
Az 2 AT SER, 27 2 B A BT RE /0, L W AE ) 2 NS5 D e A AT ARG P AN T B
WA ThREF A PAT AR, JEIE T8 B0 SACBEAT UL oyt e 8 SR 78 PN VR IR 2 AR e, A
[N ENIETIE S

o MILHATIE (network function executor, NFE): $§H &5 —F 25 Dhag (W AR S HEE P
fiE (access and mobility management function, AMF) 48— #(#E& #E (unified data management, UDM))
RS2 A9], PITCHAT RIEH L VNF BRI TR At s, S 3 N 2R K5
BIERG . ML DIREIR S

o M INREFMIMATIR (equivalent function heterogeneous executor, EFHE): $&H2{t [F] %5 0 2% T g
RSB SEI T A BAT AL Z R PAT AR S Pl Dhe -4 R gD . RV k4T
ey i, A 20 BE A 4 1 45 SR R S5 R S A AT A, DAL AR BN [F) D BE R A .t A e e 44 ) e o] 2%
D RE BIAT IS ATAEA 7] (1 RE AU SRR S T e A 1A

o M DREFHPATIAEE (equivalent function heterogeneous executor pool, EFHEP): f#-fi | H
A INRESFO A A PAT AR, SR D) e R M PAT AR AR IS AR 0 9 TAR SR AR TARSE.

o HEKAHE (message dispatch agent, MDA ): HRHE 55 5% ] 25 F SR il 2 415 D€ 1 S0
BN TR SS R N IR E PUT AR SLIERE, DLSRBIAT RO « ST RHEERAS B B ST HoAth4s
FIAESS, SEDUEATE B RIS R o A, R S 2 8 70 K 245 2 NS5 D e A A AT (A AT Ab 3.

o LK H A (mimic decision point, MDP): LAZANEMN T RE F AT 7R 10 %0 HOAH N, K
LA, BT HIENE BRI AR 2 —FOEEE RN ) X [F— M A B 2 A R8s SR AT
Bk, PAORIE o Bt 1) 22 4 k.

1E LIRS IV R AR N O AL, L &AMERESR BT S SRBL S 28 2 iy
PR RAAERE VR B G, BRI N R R AR 1 Fros. IXEAERR 48 70 Al AR ECE A R D fe, i
A HEXT B R AR P 0 & ITRE 0 5 E AR TR K, SEIE 1 ANFR I8 M A8 21 S 2 FH 1) v R AL 914,
BABHWAL XS BT HIVEAR & b o< B e 2 WE R, T 3 BT S R 1A R
[ZWER A HoE N B, X —— X R 58 R OR Tl RE R AR as I D Re 5 PR AA &
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Figure 4 (Color online) Mechanism of the 6G cyber resilient reference architecture.
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B M BER AL, WO VNF BER) ZREERTIGE 715 (2) MATIEAR AL TAE SR AUACRD 2 A PP, Mt
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BRI, T R GR B R BRI, 8 I SR b R A I 51 BE AT 2 4RSS, BAEEAR T
PRSI IAIN SRS BN R A, R A 3k Ak 57 ST b S R SR kAT B s Ak,

FE BRI R HERT B, RAIEIERL 1) VNF BSR4 R O bm AL R 8 U0 B, R0 figh e P A R B
R — T HCRE U A BERIEE 2 VNF Jafeds 7 R G008 h e Bl & 55— T AR I 2h &5 2 A s 2R pk
B IE N 2 A RN B, VN 24 oA 51 BE R 2 R A B A e

TEENZS WA B, 2240 BT 5 3R T3t sCHOE AL B0, SR SRAED) g AT I i) I 4 di e B2 U
PG W e, A I U AR S R VA AT R B A SO, T A R VSR T RGN F
w5 BEANER ), AR AR IEY R . IS IER A A BB 184, TR <O — IREE -
177 WIS, HidEds T REHENEE 25, I Kubernetes 554 HF T B AT A4 E B 152,
ORI 48 22 2 iR S5 AR 28 YEFF I ALIBAT IR

IR I L 45 5 S TR S Bl A N K OUEL ORBE AL, S 2 52 T 1 W% B A AR e 1Y) 8 L RE AT
W S5 HEEE. Dy T IS M s iR TARNLRE ch P B AR SRR P IR, 3R 2 VGBI A IS
T RE P e AP IR, XD B AR T AT R SR AR AT B BRI AT B SE B, WA
HaaiTiR R 2.

PA— MU A Ri& o, s EIREl . 240 Mol 850l DHR #4328 BUIR 55 1 20E & 19
VEAEREZ, JHEBIIRSSALEE D 5 MANO B NFVO SEHLE(E A H. 2 R VI %2 i B 5 K,
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Table 2 Key algorithm steps in the cyber resilience reference architecture.

Step Description

—

Parse security requirements and generate intent tuple I = (D, A, O, Ac, R)

2 Determine orchestration parameters (7,.S) = Determine(O, Ac)

3 Obtain required resources M = GetResources(T, S)

4 Select VNF combination V' = Select VNF(H, Ps) (H: heterogeneity index; Ps: safety level)
5 Return VNF template list Return(V')

6 Confirm intent Confirm(T)

7 Submit NSD template Submit(M)

8 Instantiate slice I’ = Instantiate(M)

9 Send dynamic policy Send(Ds)

10 Collect data Data = Collect(C, Ss, My, Cpu, Traf fic, Ps, SysLog, AppLog)
11 Analyze data R = Analyze(Data)

12 Send security strategy Send(Ss)

13 Execute operation Execute(Ss)

= B IR B AR S s F P 8 SR TTANEL T, HET AR B0 5 22 A SR L R 28 4 40 15 D00 2% i 1 45 G p 2
REEITH. E TSR, 1T R4S VNFM BT B E, 58 TOSCA Btk 4
FCTAE, BRI BT K 2 tEds. dilbas i d — MUSEMN Y F, JRHE R R EAEREZ A
NFs, iX%6 NFs j#ids | VNF 8 A DL A N 28 D Re g P A Bk 2. FE R REd, SDN il 45 4
JI B, AR BE 8 22 A B, SIS NFs (BB L B8 BRI R O DA K | Bl A0 28 4 O Bk
1E, I 2T T A2 B AE S5 B e A1 i 28 S 28T B MRe 1K 22 428 47
BUBI, 3620 52 O 0 R 0, 6 TEAA T A R A 7 DL B, DA AR R T, B
T e T L, DA R ST G, 2RV LS R R B, AR
AR AN T, BOERT 52 BT AT AR SEIE U S R AL B RASE 3B PAAT AR TSR P A i 1
L, A TEA B TUARBILH, o BN D G PR B Sl B 7y 5| 5l 5545 i (407 B/ 3R, ATt R k9 2 07) )
R G T

BRI PR A AT A2 SR M R 08 775 B8 AT 1R SE E BRI Y SR TR B B R /7. WnfE
AL ARG b, W 8 0 B TS AR VPAL TR R AR, RES e I I &2 ) is 4k
(machine learning operations, MLOps)« B3 652 2R R, RIUA VNF @Rt 2 41
ARG R, RSN RNETT T, JEM BT R A I b B AR S W A 0 502 R 5 AT IO AR AL
ARG NZYIH RGBT IR LR G, 3 PR T 2 IR AN RS HERE . HhAh, BT oAb > i Y
il AR A BES LA A SR 5%, I RENS 5 A8 1) R RE DL AL AL BEAT P [F) A, S35 v AR B U
I FEE R S S U

3.3 HIMEENEMSH

BT PR R REWIVE 28 S 25 0K, AT T ML S (SEIALAITE ILSCHR [26)), JF 5
PG T IR R A% WY SEBIBEAT 1 XS L, X EE4ERE MR a5 TURYE . SR IEY 46 . IRE SRS . &Pt 4 4
%L 7T, LA AL ) R 2 0 e

el 1 BTS2 Kl e R IR B A R A A BT RE I N AR 2 A O I 20 RSB T
Xf UDM W JC RIS AL, B FEHT G TURALH] « ShaS R . KB, (3L Ae 08 R 5 S A W AR 4L
AR 28 PRI, B8 I e s e b T ol 35 1 SV ORAE RE 0 A SRS AR R BGE O RE 7). Ik 3 i
7, SEGTEAE, MR RIS BI R O M D) R E 5 AU« ShAS SR N A 2 e U, SEEL T
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Table 3 Comparison of mimic 5G core and no-mimic 5G core.

Ttem Sub-item Mimic 5G core No-mimic 5G core
Redundancy 3 or more 2
Redundancy method
Heterogeneity High Low
Configuration Dynamic Static
Defend strategy
Failover Scheduling Active-standby
Security paradigm Endogenous Overlay
Security method
Protection target Unknown vulnerabilities Known vulnerabilities

* 4 ET MPDS WY G5 EMTREY 5 EXTLE.

Table 4 Comparison between MPDS-based and cloud-native scaling methods.

Item Sub-item MPDS-based Cloud-native
Trigger mechanism Prediction-based Threshold-based
Elastic method
Decision-making basis Multi-dimensional Single-indicator
Configuration Dynamically Static
Defend strategy
Closed-loop N, X
Security paradigm Proactive Passive
Security method
High availability High Low

Z P A S PLE RE TS, $RTT T RGEWIE.

S 2 BT 25 BN A R A H Sh 4 TRE T %L Y. % B S TRRE JI 5k T MDPS (1% -
T — DA - A7) B Rl - T -SRI - PTARAT IDEIA, SEBL T 4 D E B
. AZT7VER T 2 Y FEARFR AT SRS AR (0 R 3R, 0 B B RE SRI2edt AT S TR, AT 8 iy 3= Bl gk
T AR, BRI T REM RIEMEAGENIE. WL 4 Fios, SN =5 AT 48507 AR 3)
M 7 B — R AR R A B = UM s 5 %8 i A, A Xk A2 2% 19X 2% AR B A 2 e JB R A AE B4 0 AN M
HMLCZ T, 2T REWINES 25 5 A R 5 v BE % BE AT O ek e 5 R it B (5, i DRl 55 1) v A 2
IBAT, B R R G

T PSS R LA, FE T R B T BT R 2 SRR BT I R I DT T A LS.
WRIETURBT . SRS A6 7). ShARIE I EE . P S TR L, 382 2 = 4P L S5 A% O 4 T
b, TSGR R 2% S B RGN ZE IR

ETMEPEFT TERE 5 A, HAmk. AP oIt SR &, 2R piriseit i Anrd. Bl
DHR ZE¥o5%1, —J7 i, A 2 HaS 2 ek R, BRI mI e R R E S 2att. W—JaEREA R
S5O BRI R A AT AR, N BIANTURRTT. 551, fif B SDN, NFV 550K R HC &
BRI, AR AR S A 73 BT UR B R REFE, e VI DUy e BT ORI R RE. (RN, I H) AT BRI BE
B4, OISR 2Wr . BE, BN TIB4E LA, 1RmEaERCR, MM PITEROR s
DR AT k.

4 FEFERERERAR

R 6G 0BT R, A SO BER SRR AN 22 A IR BE PSR FE R, 45t T T E (VA R DGt
TR, Bt 20XEFTiR S AR AR FIHLE R B B AT ) 22 3R, DMV MRS s it SR i 2%
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Figure 5 (Color online) Diagram of dynamic heterogeneous redundancy architecture (DHR).
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Table 5 Mapping of architectural technologies to 6G network resilience capabilities.

Threats Defense Capabilities Objectives
Technology
APT FT PL Point Line Plane MP FI DR PU PIO PTF RRR SASE
DHR N, N, N, J - N - - N N - N, N, -
ZSM - N, - N - N N, - N, N v - N, N,
7T N, - N, J - N N N - N - N, N N
DTN N, - N, N N N N, - N N N - - N

i 1 T S AMRIAE A4, DL T I 6G M RIRT AL T AT b B, FERERIEAR R
7 TR 2 RSB 22 AR« AR U B A A L PSS SR PR M e S SRR BOR TE R GE A
BT R T AR R 6G %0 ME I — R4 ikt

5 TR RMSEROR S 6G L MTITERE IR IEER. 18 R AR SR RE S 1 DR M 2% 2R Gt
I SRR B XS, AR A AR BT B« 4% 1] U FE B /N B A o RIS EXT AL AR R GESR B I AE T4 32 IS
B PR LT RE, JFAR TR B A2 A0 8 RE 1A H 3 ML 1Y e
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HHSEAIUAL, FFAEAS Rt B X I o 2% 5 (R L A5 U0 Dl IR B o0 P B e P b 52 St , AT S B v
R AR 55 ot B DR B A B SR R 48 B R, SR WLRI RS 2 18 AT M 7 22 IR AT Agent (192421,
BUAERTBAE S ) S, 2 & AR AR o SE I —BORAT 04E. BeAh, O 1 R SERAZ B /K, T
K R HARGE A RE T {20 2 — N BRI T 5 1.

4.2.2 WHENEEEERA

ATRFEE AR S HHR (sustainable intent-based management, SIBN) A& —F @1l 35 0 2% £ Y 55 £
FECE 75, MG M 28 R S REVR R B0 IR EEBNAS RS AT B S0 TR BN L, SEILM 48 & B B &
NS PR R GE T, PR Z8AT O, 1k 2 B Zhd ARl . B 3B 5 DS ARAE 22 4= B, (]I e ot
REVERCR, 1R T M I 2. IR ReNs 2 4 2 G 9 BAARSR &, (et R s RO H 58S %, 15
B Be EIEAEA R IR 55 0 B A L N SR EC B 7 %, HRFEL IR N 4IRS FPERE 4R AR, S I i
B, IR, (IO R R IR 1T, SR [36) WL T 13 7 Ml ML % (530 5 PR S0
Bz, LUAR E2E IkRSS HARRI2E4E, JF 2B 7 5 B RE A SR SEie BUR. STk [37] 48 17—
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FhEA RN AU 5 22 2RSS G HE SR, QB b dE A - “BRRA R W NIRSS S PML (service
level agreement, SLA). B & T 6G M5 T, %2818 F = SRR RS ST E A (level of trust,
LoT), AT 477 062 B /1 WA 2% stk H A ) S 3.

ARSI R BB B EOR B B . BIERNYE K& AT/ML B, A RS0 4 2% 35 Dy g 2% 250 i)
RO HCE I A ) 285 5 B BOSCER B E 3R AT R B 23, S IR 2% e B TN L A MKOR L O PR
i, TR 6G MZE I, RIS HAE BRI N I SR8 1T. TR 6G A% O MEIETR K, %4
R T T 2 R AR SRS R M BT . R E RS SRR B8 HEB) 6G
g In) B X IRF . H R AR RE, MR BRI 4 R4
4.2.3 DFP AR

DFP (dynamic function placement, A TREHUE) HiA B SRVFTEA RSN (M2 7 3]t
=) RGBT ML DhRe, LSCHlRSs 2 RS g HE. DFP 75 Z 8 S0 (E, 2R &
AL YA APT LSRRGS IR, FHH0 ORAN [F] 2 5491 2 18] ) X 4% Th BE RE 6% =1 3%« AR TG & FLIG
Hi#E. DFP H#Z O ER ST A HETh RE S 10 258 e AL AN AT I B R SCRIEF2, 5 NEV 14 8BRS 21T
R T RE R %A K. DFP FESAHIE 6G JLM rPAHBAH R, i LA SCRE 6G I 2 ity T Sk
A4 R 55 7 T e

DFP 2T B TR B SERERIA KIS, N 6G AZ LMK LA b Te R B R &R, it i M
28 I SIS I X 24 Ty i S 18] I e B SR B A, A RIOIEE . i . AE 6G LA PO TG g S, DFP
IS B SRR B R 55 1A SRR 3 ST A SR, R ORI 3 s I S5 R, A I 2% e AR R 2 g
T RASAL SN EAYPIESELL. MM 6G 2RSSR K, DFP Fl& = IR Eh RS et 51 %, evr A P
8 SV S S S S I S 97 4 B VR R R BE, RIS AT/MIL A4 S Jg 0 1 R Pl s gk % 1)
F NS SR, HF 6G 20 M RS SE, DFP HRFTH /8050 LLUF 8 ) @ — =2 1E
P F W PR BRI =S APT YA 8RR A E M R AE DR S B T, e 1G5
B e S BN SR R WER T =2 W S M R A S B R, 5 G b S AT
S RN X 245 i 45
4.2.4 MLOps AR

MLOps A& —F 15 1S RS2 B, B HEh & THLEE 2% 2] . DevOps (development and
operations) AR TAEFIZ OEE HHA. B M@ — B2 IR K . R L/ F 8258 £ PA
S BRI A A i A E BEAR R MLOps Nz AR SRR T 98K AT BKBhRE /7, L REAS 55
e RAHh AL B AT 2R B2 o I AR 55

MLOps AR HLAR T SRR 6G A% 0o R SIS 008 HEAT 3 B, SBT3 5 PRS2 T,
MEA G573 T LA 2 AN B IR 55 A0S FH R 75 5K, I8 B2 4 Ty R A N A5 o W0 R S5 6 A 00 A 164 e K] 8% 1) 22
Ak, NIMTHET 6G AZ O W )1 1O T M) 6G AZ O MEIER K, MLOps $iRIERTE 6G 0 MM
TR TG B B L R ST AT L SR I B 22 A B AL AP AR (Y. B SRV 1) 22 R AT S 1 1
Iy B S 5 TRAL B M. AL a5 S B R R 2 R, ansm Ak o L R A 21 S A RV A,
XA RUE BRI E S T S R, E 5 6G L X ST MR BRI A A0 T P
T IE PR, RS, MLOps AR B AT BE 51 8T 22 4 A BR AL RS, it o et At i, 7 220
PRECHE ALY 22 4 .

4.2.5 MTD A

22 H ¥rBifH (moving target defense, MTD) il ik AW ARk X 258 B R St I C B R T T+ 22 4, il

IP b Al 11, BARCR BB SR, LRI 2 Xk DU S A R ) e SR . SR Bl A SR it B4 B i
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x 6 BENEEARE 6G MEZHMEE SIS R,

Table 6 Mapping of capability-specific technologies to 6G network resilience capabilities.

Technology Threats Defense Capabilities Objectives
APT FT PL Point Line Plane MP FI DR PU PIO PTF RRR SASE

AT Agent N, N, - N - N — - J J J _ _ J
MTD J J - N - N J - v - - J J J
DFP J J - v - N J v v - v J J -
SRv6 - v - - N - J v J - - J J .
SIBN J - - v - - J - v - v - J -
MLOps - J — N - - _ _ J _ _ _ J _

NERE T, BEfE E Bl IR R AR it LA SO BT R R, MTD 75 B iy 5 B I IR B, i 2 2 Ik AR AL

Vaj
B v Bl ) B AR

MTD 38 B AR %0 W P 25 BC B, SN T ZR G0 AN W] 0000 1 B 7 R B8, A4 Bt 2 B AR 1)
F559 0 12 DU JdR & 6G A% 0 W RIX TFISOASE im0 RSk UM K BE 7). R, MTD B R4 H &
SLRETT, REUSHHRE 48 22 ARSI R Gt 2 AR BEBITE HEms, PUsk bR & 2 il 7 I s S R 5K R,
W BT I LR BRI B # AT R, IR T 6G M4 R TIME. @il 5 ke LA S RAET
NEZR R 431, MTD W] 5 T2 25 S5 I A A00RE FEE 7 1) 42 11, e a2 i 6 B /N T, /DA BRI
WSS REMR. T 6G A% L MITRIERT R, #280 B ARBIEHOR 75 B SB[ — R 2P etk
kR, SR B ST 2 MR R, B ORANIIE 6G 19 2% 1 i R RE A S MR IE IR 45 5%
SVERETRbS, FMECEARAAURAE R, — RSB A5 A, R AR K% OM 2 H, MTD 25
AT BARATIG HI 28% DI RE PSR GF U [F], B ORAEAS R 19X 28 37 ATl 55 2R 70 R #RBE e %, JEEmiN
6G 1%L P .

4.2.6 SRv6 AR

SRv6 (segment routing over IPv6) & —FMZE4AR, B 454 | Segment routing (SR) H R I PEAN
IPv6 HE Y, BRI AT mAEtE . nl 4 RIENIZE. SRv6 FCVF M 45 12 5 i il i 72 4l B )
AR — BRI B kg CEHR ORI’ AR, B BACR M T i) — M- B, AT SEEUN £t
TLHIRSAIZEH]. SRv6 BRI OARAAE T H =2 AT AR RE /), W SEIL R 1 AR .

6G O MIEMT SRv6 HiR, Bell i 5 ] 2 IR B4 7 5 B, DIRG T8 SR 2 LT oK,
BET G 98 X 25 B I, 5 URRIN, SRve 515 BOmPLBORMSE &, WA B AREE 2 2k Bk
SR XU, 5535 F T 0 4 B A i ) 22 A PEAT T SE . BRI A, SRve BOARIE I ] 44 ) 45 il [45),
FIR T 0 A% GE I IS, T A T P2 E B S5 497 O S, T D 2% S 5 1) RO 1, i3k — 2B 4
THT 6G L MEIBITE. ST, W 6G %0 M BEE R K, 56 2 75 i A fite. /it — Dot
AR &R LA, PLE RN 6G E% 5% 2 AR M55 7 SRR Fh kg I am 5 80k i SR 45
(software-defined networking) BRBIRE & , PT84 1l 1) & A /KT ; R 2 AR R 0 P
[l R, AL 28 it SR B 25 575 3K, DRBElL 55 IS 208 90T AN R 0 28 2 A ARG 3K A 3 B
BE T, T 9 R A B AR 16 3 M SR ST AL 1

6 4t TR REIREIRE 6G O ML RE JI IR R BE S EBRME B SR A 1 4b
78, 1 6G ML R IER BREEMEN. BIRANSEEEEHZEMINREIRSTZ, 925 BRI 2% ik 55
Seft 7R R EIPEOR RS, AL SR ORI H BE SRR, 6G A SR AT LB i R, SR
REAIHIIE 2 1.

FE 6G 2% ZEAE rhr ) B A R SC B R 2 T 52 I 8 1) S IR AT S5 355 [ 0 [ 20, 3[R AR A [R] 4
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JE _EON MR AL R S S R, Bian, A B AREI# (moving target defense, MTD) 534 & L #
(software defined perimeter, SDP) HJZEASAEEAM B WME, B2E 98 SDP EFFEAEL4EH T KB fe
73, BT 6G WL IS, A B 68 SN R IE M R %528 22 4 il 55 W 2% AR Ak 131 Bk Ab, 6G
M) NSSF (network slice selection function) HE4AE 25 i A 444 Hh il & B BRI S 1155 WL 5% 2
YLLK ) IT S 4E N TR, KRIRTH T 6G WIS i Bum U 22 A gmHERe /1 16); B an b
RE S W28 5 1 B 46 MG JUR I T 248 6G 2% b (1 Seds Al 1] & 47); DHR A1 AT Agent
BORBAT S A, AT DASEHLE AR R AN, DR Be 28 GEIE A0 () I Aol 55 1 a5 O I A2

5 HREREKRE

6G 2% (1A FEANUA R X FE A Bk (4R T, 5 2 ) 5 B AL 0 2% (R kA Dl — T A 72 1)
JREJETE. £ 6G bruELE DT BIE H bn 5 28 Bt B b R 7T, AMLBE ML 4t “edt vt)a
A {2 A uhe, SR DR SR AR BIE PR R SR A EOR A2

ASCAE A A 2 TR RE M I Bt ETE T, E 5B T 20T 6G B L MIIE SR 0 7 a2
L T W A, RF 0 SRV AT LSRRI BUadv Uy, BlEJR M “Ri — 2k — T 3 DNERLAR N T
O MFER RHEZE, F T8 SO R BT, AR 2D 1R BIE B & B RE /), e iRE
TR B bR, BT IZERHESE, BE— Pt T B TREATATIER 6G 0 M BITE S5 580,
FERE T B A AN S o AL SR P, R, R AR S A REFOR DIVE I REATL B AN BT Pt 3t 4T 1
WA

RAFEENE B LR AR BN =i & B EAE, HE R RGNV XK RIS MRS, 6G #
OMFITERT DR R WA PRSI, SIS WIS 6G v, 7 ZEMNCLR LA
JIHE T (1) AR, oA . B SYERE AR, it Hh T R RS AR SR (2) R
B N T RE VR I, DM i N B S BIE R RE ), SEILREDS B RN IR AR b I i
MR TR, DAZERF 28 OB ARASIB AT, (3) TUoe A Ky AL 8] ) S S5 5 W ] o) X e, 3 o vt o v
e o AN A7 SR Bk, SEELM R AL I BIE SN, TR “RERIIE — S RAadd” (b R RN,
(4) FEEWEIARA R, HEBD 6G MBI IETEbrbriEll, JFIT RN & RS WITER & It 7T, M2 Bk
AIAER PG 5 R S5 TH S (I S RH2 AR
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Abstract The sixth-generation (6G) mobile communication system is a digital infrastructure supporting the
tripartite integration of human, machine, and material society; it exhibits complex characteristics including
open heterogeneity, cloud-network convergence, and endogenous intelligence. Cyber resilience, which is a critical
intrinsic characteristic of 6G systems, ensures their continuous and reliable operation in complex environments.
In this study, we propose a 6G core (6GC) cyber-resilience architecture framework by providing a systematic
analysis of the research trends and technological evolution in 6G cyber resilience. In particular, we present a“3-
3-4-4-2” paradigm guided by endogenous security and safety principles. The aim of the proposed framework
is to address three core challenges: advanced persistent threats in open environments, cloud-based network
function failure risks, and cross-domain privacy data leakage. By establishing a three-dimensional “point-line-
plane” resilience improvement mechanism, the proposed framework systematically integrates four core capabilities,
i.e., multidimensional perception, dynamic remediation, progressive updating, and flexible integration, thereby
achieving four resilience objectives. Additionally, we establish a testable and verifiable resilience evaluation
system. Building upon this concept, we further propose an engineering-feasible resilience reference architecture
for 6G systems by elaborating its collaborative operation mechanisms and dynamic evolution principles. Multiple
candidate key technologies are identified, providing both theoretical foundation and technical implementation

pathways for constructing 6G networks with endogenous resilience.

Keywords 6G, core network, cyber resilience, collaborative security, assessment framework



